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Description 

NETWORK EQUIPMENT MANAGEMENT 
SYSTEM AND RELATED METHOD 

Background of Invention 
[0001] 1. Field of the Invention 

[0002] The invention relates to a network equipment manage- 
ment system, and more particularly, to a network equip- 
ment management system wherein a management com- 
puter can manage a plurality of network equipment 
through a management agent. 

[0003] 2. Description of the Prior Art 

[0004] Recently, the developing speed of the Internet has been 
very fast. Many kinds of network equipment have been 
proposed, parts of the network equipment can be con- 
trolled remotely (such as many kinds of server), and a 
system manager can use a management computer to 
manage these kinds of network equipment through the 
Internet. 



[0005] Please refer to Fig.l, where a conventional network equip- 
ment management system is illustrated. A management 
computer 110 used by a system manager can connect to a 
plurality of network equipment 150a-d (in this example 
there are four pieces of network equipment) through the 
Internet 120. Each one of the network equipment 150a-d 
has its own real IP address; the management computer 
can use these real IP addresses to communicate with and 
manage the network equipment 150a-d. 

[0006] For example, imagine that the real IP address of the man- 
agement computer is (140.112.30.142) while the real IP 
addresses of the network equipment 150a-d are 
(140.125.10.10), (140.125.10.20), (140.125.10.30), and 
(140.125.10.40) respectively. When the management 
computer 110 wants to start managing the network 
equipment 150a, the management computer 110 should 
first open one or more managing windows (a managing 
window must be opened while a different protocol is used) 
for connecting to and managing the network equipment 
150a. During the managing process, the management 
computer 110 sends out one or more managing packets 
to the network equipment 150a; the source address of 
these managing packets is the IP address 



(140.112.30.142) of the management computer 110. The 
destination address of these managing pacl<ets is the IP 
address (140.125.10.10) of the networl< equipment 150a. 
The port number of these pacl<ets normally will be deter- 
mined by the used protocol (for example, the default port 
of the HTTP protocol is 80 while the default port of the 
TELNET protocol is 23). 

[0007] After the network equipment 150a has received these 

managing packets, it will perform corresponding opera- 
tions according to these managing packets. If it is neces- 
sary, the network equipment 150a will send out one or 
more replying packets to the management computer 110. 
The source address of these replying packets is the IP ad- 
dress (140.125.10.10) of the network equipment 150a. 
The destination address of these replying packets is the IP 
address (140.112.30.142) of the management computer 
110. Of course, these replying packets will be sent to the 
management computer 110 through the Internet 120. 

[0008] Under the configuration shown in Fig.l, when the man- 
agement computer 110 manages a network equipment, 
one specific IP address must be used as the destination 
address for every managing packet. Hence, the system 
manager using the management computer 110 must keep 



firmly in mind each IP address of the network equipment 
150a-d; this causes a certain load on the system man- 
ager. Also, because the Internet is blooming, the number 
of real IP addresses is becoming scarce. As a result, it is 
not practical to let each network equipment has its own 
real IP address. Although lots of proposed technologies 
transform real IP addresses and private IP addresses, the 
system manager still has to keep firmly in mind each IP 
address of the managed network equipments. That is the 

main problem of the prior art. 
Summary of Invention 

[0009] It is therefore a primary objective of the present invention 
to provide a network equipment management system 
wherein a management computer can manage a plurality 
of network equipments via a management agent to solve 
the above-mentioned problem. 

[0010] According to the claimed invention, a network equipment 
management system is proposed. The network equipment 
management system comprises: a plurality of network 
equipment; a management computer for managing the 
network equipment; and a management agent, coupled 
between the network equipment and the management 
computer, for representing the management computer in 



managing the network equipments. Wlien tlie manage- 
ment agent receives a managing paclcet sent by tlie man- 
agement computer, tlie management agent changes the 
address information of the managing pacl<et to generate 
an agent managing pacl<et and sends the agent managing 
packet to a first network equipment. When the manage- 
ment agent receives a replying packet sent by the first 
network equipment, the management agent changes the 
address information of the replying packet to generate an 
agent replying packet and sends the agent replying packet 
to the management computer. 

[001 1] It is an advantage of the claimed invention that a system 
manager using the management computer only has to use 
the real IP address of the management agent as the desti- 
nation address to manage any of the network equipment 
connected to the management agent. It is more conve- 
nient than that of the prior art. 

[0012] It is another advantage of the claimed invention that all of 
the managed network equipment use only private IP ad- 
dresses. By using private IP addresses, the system man- 
ager using the management computer can still manage 
the network equipments via the management agent while 
reducing the number of real IP addresses needed. 



[0013] These and other objectives of the present invention will no 
doubt become obvious to those of ordinary skill in the art 
after reading the following detailed description of the pre- 
ferred embodiment that is illustrated in the various fig- 
ures and drawings. 
Brief Description of Drawings 

[0014] Fig.l is a conventional network equipment management 
system 100. 

[0015] Fig. 2 is a network equipment management system 200 

according to the present invention. 
Detailed Description 

[0016] Please refer to Fig. 2, where an embodiment network 

equipment management system of the present invention 
is illustrated. In this embodiment, the real IP address of 
the management computer 210 is (140.112.30.142), and 
the management computer 210 can connect to the local 
area network 230 through the Internet 220. The local area 
network 230 comprises a management agent 240 and a 
plurality of network equipment 250a-d (in this embodi- 
ment there are four pieces of network equipment). The 
management agent 240 has a real IP address 
(140.125.10.10) and a private IP address (23.25.27.05). 



The real IP address (140.125.10.10) is what the manage- 
ment agent 240 uses to communicate with the Internet 
220 while the private IP address (23.25.27.5) is what the 
management agent 240 uses to communicate with other 
equipment in the local area network 230 (such as the net- 
work equipments 250a-d). As for the network equipment 
250a-d, each one has a private IP address (23.25.27.10), 
(23.25.27.20), (23.25.27.30), (23.25.27.40) respectively. 
Under such configuration, the system manager using the 
management computer 210 can use the real IP address 
(140.125.10.10) of the agent management computer 240 
to manage each of the network equipments 250a-d. The 
details shall be clear after following the detailed descrip- 
tion. 

[0017] When the system manager using the management com- 
puter 210 wants to manage any one of the network 
equipment 250a-d, the management computer 210 must 
first connect to the management agent 240 through the 
Internet 220 (using the real IP address of the management 
agent 240 as the destination address). After the connec- 
tion has been established, the management agent 240 
sends the state information about the network equipment 
250a-d to the management computer 210 (probably some 



configuration on tlie management agent 240 must be 
done before tiiis). Tlien, a controlling window will be 
shown on a screen of the management computer 210 to 
reveal the state information about the network equipment 
250a-d. If the desired managing target of the system 
manager is the network equipment 250a, he or she simply 
chooses the network equipment 250a via the controlling 
window. At this time, the management computer 210 
sends one or more controlling packets (all these control- 
ling packets have a specific port number in order to be 
distinguished from other kind of packets) to the manage- 
ment agent 240, telling the management agent 240 that 
the network equipment 250a is the currently desired 
managing target. 
[0018] Later, the management computer 210 shows one or more 
managing windows on the screen (each managing window 
is for one protocol used in the management of the net- 
work equipment 250a) and starts to use some protocols 
(for example: the HTTP protocol, the TELNET protocol, or 
the SNMP protocol) to manage the network equipment 
250a. During the managing process, the management 
computer 210 sends out one or more managing packets; 
the source address of these managing packets is the real 



IP address (140.112.30.142) of the management com- 
puter 210 while the destination address is the real IP ad- 
dress (140.125.10.10) of the management agent 240 
(please note that it's not the IP address of the network 
equipment 250a). 

[0019] When the management agent 240 receives these manag- 
ing packets, the management agent 240 already knows 
that the desired target is the network equipment 250a 
(through the controlling packets), so the management 
agent 240 will change the address information of these 
managing packets (but the port number remains un- 
changed, so the used protocol is still the same). The 
source address will be changed from (140.112.30.142) to 
the private IP address (23.25.27.5) of the management 
agent 240 while the destination address will be changed 
from (140.125.10.10) to the private IP address 
(23.25.27.10) of the network equipment 250a. One or 
more agent managing packets will hence be generated, 
and these agent managing packets will be sent to the net- 
work equipment 250a. 

[0020] After the network equipment 250a has received these 

agent managing packets, some corresponding operations 
will be performed. If its necessary, the network equipment 



250a will send out one or more replying packets to report 
the results or corresponding information to the manage- 
ment computer 210. The source address of these replying 
packets is the private IP address (23.25.27.10) of the net- 
work equipment 250a while the destination address is the 
private IP address (23.25.27.5) of the management agent 
240 (please note that its not the IP address of the man- 
agement computer 210). When the management agent 
240 receives these replying packets, the management 
agent 240 will change the address information of these 
replying packets. The source address will be changed 
from (23.25.27.10) to the real IP address (140.125.10.10) 
of the management agent while the destination address 
will be changed from (23.25.27.5) to the real IP address 
(140.112.30.142) of the management computer 210. One 
or more agent replying packets will hence be generated. 
Then these agent replying packets will be sent to the 
management computer 210. 
[0021] Under the configuration mentioned above, after the man- 
agement computer 210 chooses a network equipment as 
the target management equipment through the control- 
ling window (in the previous example, it was network 
equipment 250a), the management computer 210 can 



think of the real IP address (140.125.10.10) of the man- 
agement agent as the IP address of the chosen network 
equipment 250a; all the managing packets will be sent to 
this address, and all the agent replying packets will be re- 
ceived from this address. As for the chosen network 
equipment 250a, all the agent managing packets will be 
received from the management agent 240, and all the re- 
plying packets will be sent to the management agent 240. 
So as far as the chosen network equipment 250a is con- 
cerned, the private IP address (23.25.27.5) of the man- 
agement agent is the IP address of the management com- 
puter 210. 

[0022] Of course, if the management computer 210 wants to 
change the managed network equipment (for example: 
network equipment 250d), the management computer 
210 can choose the desired network equipment 250d 
through the controlling window. Then the management 
computer 210 will send another controlling packet or 
packets to the management agent 240, telling the man- 
agement agent 240 that the network equipment 250d is 
now the chosen equipment (as mentioned before, the 
controlling packets have specific port number, such as 
port 30000). Afterwards, all the managing packets sent 



out by the management computer 210 will be sent to the 
management agent 240. The management agent 240 
changes the address information of these managing pack- 
ets to become one or more agent managing packets and 
then sends these agent managing packets to the network 
equipment 250d. At this time, the management computer 
210 can think of the real IP address (140.125.10.10) of 
the management agent as the IP address of the network 
equipment 250d. 
[0023] So with the configuration proposed by the present inven- 
tion, the system manager only has to know the real IP ad- 
dress (140.125.10.10) of the management agent 240; he 
or she can use this real IP address to manage any one of 
the network equipment 250a-d connected to the manage- 
ment agent 240 without being concerned about the IP ad- 
dresses used by the network equipment. The convenience 
during the process of management is hence upgraded. In 
addition, because each of the network equipment 250a-d 
uses only a private IP address to connect to the manage- 
ment agent 240 instead of occupying a real IP address, 
the number of real IP addresses needed can be reduced. 
Please note that the topology of the local area network 
230 shown in Fig. 2 serves only as an example. In a real 



embodiment, any kind of topology can be used in the lo- 
cal area network to connect the equipment in the local 
area network 230. 
[0024] In reality, the management agent 240 can be a refined 
network switch, embedded with program codes to per- 
form the above-mentioned job. The configuration shown 
in Fig. 2 can also be broadened to a multi-layer agent 
management configuration; that is, one (or more) of the 
network equipment in the local area network 230 can be 
another management agent for representing the agent 
management agent 240 in managing other network 
equipment. In addition, with the progressing of technol- 
ogy, some information appliances (such as air condition- 
ers, refrigerators, or televisions) can also be remotely 
controlled through the Internet. So with the proposed 
configuration, the managed network equipments not only 
can be various servers, network switches, routers, but 
they can also be any kind of information appliances. Users 
can use the management computer 210 to manage the 
network equipment 250a-d formed by information appli- 
ances via the management agent 240 through the Inter- 
net. 

[0025] In contrast to the prior art, the network equipment man- 



agement system of the present invention comprises a 
management agent, for representing a management com- 
puter to manage a plurality of network equipment. The 
system manager using the management computer can use 
the IP address of the management agent as the destina- 
tion address to manage any one of the network equipment 
connected to the management agent. The managing pro- 
cess is more convenient than that of the prior art. 

[0026] In addition, under the configuration proposed by the 

present invention, no special connection must be used to 
connect the network equipment; hence, the hardware cost 
will not be higher than that of the prior art. Also, it is not 
necessary to connect all of the network equipment to- 
gether, so the whole system will not suffer from the lim- 
ited identification numbers. Any kind of network equip- 
ment manufactured by different manufacturers can be 
managed under the proposed configuration. 

[0027] Those skilled in the art will readily observe that numerous 
modification and alternation of the device may be made 
while retaining the teaching of the invention. Accordingly, 
the above disclosure should be construed as limited only 
by the metes and bounds of the appended claims. 



